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Abstract

In this paper we address the reliable transmission of security-enabled multimedia data over the internet which is
becoming increasingly vulnerable to a variety of cyber-attacks. Due to their real-timeliness aspect, multimedia data in
internet mostly uses User Datagram Protocol (UDP) as the transport media as opposed to the Transport Control
Protocal (TCP). UDP isinherently an unrdiable transport media that results in certain unacknowledged packet losses.
Multimedia applications usually can tolerate some packet losses for its rendering at the receiver side. But, for the
security-enhanced multimedia that we are talking about, reliability of reception of most of the packets within a certain
tolerance time need to be guaranteed. This is where we come in with a new protocol that ensures packet-level
reliability aswell as stream-level authentication of multimedia.
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1. INTRODUCTION

Multimedia data are being transmitted over the internet a an increasing rate. Applications like video conferencing, chat,
internet telephony, tele-radiology, real-time remote control applications are gaining more momentum. At the same time,
internet itself is becoming alarmingly vulnerable with the sophistication of cyber-attacks. A number of general
cryptographic security protocols for different layers of internet architecture are already in force, while some others are in
proposition [1].

When a multimedia data stream is sent across public networks the one of the primary concernsis to maintain the perceived
continuity of the data. An occasional missing packet is not crucial when compared to the consumer’s perception of
continuity. Conseguently, most multimedia protocols depend on connection-less datagram services. UDP is the primary
example of this, with modification to lower layer protocols (RSVP [2]) and to higher layer protocols (RTP [3]) existing to
ensure that the desired Quality of Service (Qo0S) is obtained [4]. TCP and other connection oriented protocol s require more
host to host interaction resulting in dower data throughput. This overhead prevents these connection-based protocols from
providing a genera purpose solution for multimedia delivery [4]. Approaches to securing multimedia streams have, up to
this point, dealt with securing particular codecs [6], securing the edge protocols used during transmission [7], and
restricting communication to privately held resources [8]. These solutions are restricted to a particular application and
usually come at great costs.

In this work we specifically consider the reliability of security-enabled multimedia. Security is enabled by adding
intelligent authentication information into the media by an information hiding technique. We in particular use a wave et
based digital watermarking technique for the hiding process. Authentication digital watermark has been shown recently to
be very effective for secure multimedia communication [9]. ‘Reliability’ in our work refers to the lossless reception of the
packets at the receiving end. Packet loss in the internet is addressed in two different generic way- retransmission and
receiver-based correction. While TCP allows retransmission, multimedia streaming applications usualy run on UDP. A
number of packet oss recovery techniques are mentioned in [10].
Therdiability that we prescribe comes from both the proposed secure streaming protocol and the embedded intelligence.
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2. PROPOSED SECURITY PROTOCOL
There are two aspects of the proposed protocol. First the media is made security-enabled by adding self-authentication
information using a transform domain watermarking technique. Secondly we propose a secure streaming protocol  (SSP)
for ensuring the continuity and reliability of the received media. Security is thus considered in two separate ways. Oneis
done before the actual transmission of multimedia and the |later iswhile the dataisin transit across theinternet.

2.1 Transform Domain Water marking for Security-enabled multimedia

Figure 1 shows the process of security-enabled multimedia. First robust digital signatures are extracted from the media
which can uniquely identify each packet and its logical sequence with its neighboring packets. This signature is then
embedded with the packet using a digital watermarking technique. The resulting media packets will have self-
authentication signatures embedded in them.
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Fig. 1: The Process of Security-enabled Multimedia

In aprevious work [11] we have shown how to extract features that can be used as image hash or signatures. In this work,
we use that notion of signature, where part of the signature of a packet is dependent on the context, while the other part
representsits relation with the neighboring packets. In order for the receiver to authenticate the packets, the signature must
be robust to the watermarking process itself. That means features should be selected and processed such a way that the
watermarking should not bring in any change in the signature. If a signature of a packet is authenticated, it gives two
pieces of information. Firgt, it isin its proper order in the sequence and second, the packet contentsis not tampered with.

Figure 2 shows a block diagram of packet level signature embedding using transform domain watermarking process.
Digital watermarking is the process of hiding imperceptible information into a host digital media. Recently, there has been
a significant amount of research donein thefield of watermarking [12]. These are broadly classified asi) Spatial domain
vs. Transform domain watermark, ii) Robust vs. Semi-Fragile watermark, and iii) Blind vs. Non-blind watermark. In this
research we propose to use transform domain and more specifically discrete cosine transform (DCT) domain watermark.
Thischoiceis motivated by the following facts. Firstly, this makes a predictable and analyzabl e effect of the robust
signatures as mentioned above. Secondly we'll have better control over the feature selection process. Thirdly, the proposed
research when applied to SSP as mentioned in the next section necessitates some sort of progressive watermarking which is
better suited in transform domain. Asfor the robustness, we choose the semi-fragile paradigm so that the tampersin an
image can be easily identified by observing the embedded watermarks and thus ensuring authentication. Finally we haveto
choose blind watermark detection asit ismost practical and does not necessitate the original image.
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Fig. 2: Transform domain Signature embedding process

The desires QoS and packet 1oss model mentioned in Fig. 2 isused to select which block and/or which coefficients need to
be marked as demanded by the required progressive watermarking.

2.2 Secure Streaming Protocol

The proposed secure streaming protocol (SSP) is used to ensure that all packets arrive at the find destination reliably and
within the window of time prescribed for the rea-time rendering of the multimedia. Coupled with the self-authentication
information embedded in the security enabling phase, it is therefore aimed at achieving security at both the packet level
and the stream level. The data will travel across a datagram service, such as UDP, to keep the network requirements low.
Any failed security checks or missing data packets will be resent. Retransmitted data is accomplished via a connection-
based protocol, such as TCP.

The details of SSP along with required buffer management, retransmission manager, and security manager now follows.
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Fig. 3: Relative QoS offered by the proposed SSP

Figure 3 diagrams the rel ative throughput of two transport protocols, TCP and UDP, along the horizontal axis. The vertical
axis shows the relative impact on the perceived QoS when considering the relative throughput achieved by particular
protocols. Perceived QoS is loosdy defined here to include factors such as multimedia shutter, jitter and continuity of
stream. The throughput of SSP is expected to have alower bound similar to that of a UDP connection and an upper bound
closeto TCP plus a protocol defined constant called A. Discussion of the constant A will be deferred to later in this paper.
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Consequently the perceived QoS of multimedia transmissions using SSP would also improve. It is worth mentioning that
this throughput is achieved without compromising the reliability of data delivery. Data sent across SSP are guaranteed to
reach the destination, smilar to what TCP offers.
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Fig. 4: SSP task sequence

Fig. 4 shows the task sequences of the proposed protocol. A connection request is sent to the server from the client via
TCP. If data encryption is desired, the symmetric key exchange is done during this client/server handshake. Although a
specific handshake algorithm is not defined in this paper, a handshake protocol similar to the one used by the Transport
Layer Security (TLS) protocol should suffice [5]. Once the session key has been exchanged, the client and server
determine an appropriate Static Transmission Unit (STU) for this connection. The Internet Protocol recommends a
payload of 576 bytes [13]. Higher values may be appropriate if the protocol’ s implementers are certain that the datagram
will not be fragmented during transmission. Once an appropriate STU has been exchanged, transmission of the multimedia
content via the UDP protocol commences. Every datagram sent from the server to the client will have a payload size equal
tothe STU. If, at any point during the transmission, the client-side determines that there is missing or corrupted data, the
client requests the missing data to be retransmitted back to the client from the server. Once all the content has been
viewed, the client is assured that al the data has been transmitted successfully from the server. When the client wishesto
close the connection, the connection completion natification is sent to the server via TCP. The client and server then free
the UDP and TCP resources associated with this connection.

For the server, the secure stream entails a connection manager to the client and aretransmission manager. The connection
manager is responsible for the UDP connection to the client. This process treats all multimedia content as a sequence of
packet payloads, which when summed, is equivalent to the tota multimedia file. Equations (1) and (2) show these
relationships. Note that MM is the multimedia file, Frg () is the fragmentation function and & is the total number of
packets to be sent. The fragmentation function Frg () need not be as simple as defined here. Other possibilities exist, such
as embedding watermarks on the packet's payload. Work is currently being done to investigate the progressive
watermarking options using techniques that selectively watermark packets. Also note that thisis an insgantaneous view of
the data to be tranamitted to the client. All the data may not be available and may change as a function of time - video
conferencing is a good example of this. Therefore, in these applications, A will increase as a function of time and encoding

rate. Theserelationships can easily be fully derived.
A= frg(M)
M f1if Mmod2<0 (1)

frgM) o + e

Proc. of SPIE Vol. 5071 87



88

2.3=M @

al-2

Responsibilities of the connection manager include creating a digest of each datagram, optionally encrypting the datagram
and giving each datagram a sequence number. The connection manager also has a reference to the multimedia data source,
an indication of how large the packets are that sent to the client, and the session key.

The retransmission manager is a TCP connection to the client and is responsible for resending a datagram’ s payl oad over
TCP. Since the size of each packet is predetermined, the server can locate any previoudy sent datagram within the data
source for retransmission. If arequest is received to have a, retranamitted, the retransmission manager knows that a, =
{a},. and can find the appropriate payl oad using observation that i * Q = offset (M). The following illustration demonstrates
this.
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On the client, a secure stream consists of the following: the session key, a security buffer, a retransmit manager, and a
buffer manager. The security buffers acts as private, safe space for both the buffer and retransmit managers to deal with
the multimedia content. The security buffer is of a predetermined size, that is |[SB| = Z. The value E can be defined as
number of packets or as a segment of playback timet. Isthelatter case = is dependant on the following formulation:
f () =t* bitrate(M)

The security buffer istreated a a window of time moving along the stream of data. Its purposeisto verify that al datais
in place. Since the packets are given a sequence number, there is a logical order to how the packets should be arranged
within the security buffer. Furthermore, since = is an independent of any datagram coming in, the size of the security
buffer does not change.

The retransmission manager handles requests for information packets to be resent over the TCP connection. This task
maintains the initia connection request made to the server over TCP. The retransmission manager is aso responsible for
putting information received from the server back into its proper place in the data stream.

Figure 5illustrates the relationships of the different tasks on the client.

MCi

Fig. 5: The client model of SSP
The heart of this proposal is the buffer management task. Since the assumption is that the communication protocol is

connection-less, there is no assurance that the client will recelve data sent to in from the server. The buffer management
task allows devel opers to assume that a secured virtual connection resides between the client and server above the network
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layer. Thistask processesin-band data sent along the connection-1ess networking protocol and determines where to put the
packet’s payload. Thisis accomplished by introducing athree tier structure of network buffers as opposed to the normal
two tier structure. Normally a datagram goes directly from the UDP buffer to the content players buffer (CPB) where the
content player consumes the data at will. SSP uses the security buffer (SP) as a middie tier between the network stack’s
buffer and the application’s buffer as shown in Fig. 6. A transfer rate is associated with data movement between buffers.
Normally the transfer rate a is present between the network stack and the application’s consumption buffer. This transfer
rate is dependant primarily on the throughput of the network and partially on the operating system. Since the operating
system contribution to the transfer rate o isminimal compare to the network throughput, it will beignored. The addition of
athird buffer creates a second transfer rate  as information moves from the network to the applications. The new transfer
rate is dependant both on o and the controllable parameter A-defined as the rate in which data is moved from the SB to the
CPB.

UDP——\2
uDP N
SB =a+A
v
CPB

Normal CPB
With SSP

Fig. 6: Buffer manager processing a datagram

Before a data packet is moved from the UDP buffer to the security buffer, buffer manager does some preprocessing. If
channel between the client and server is encrypted, the buffer manager will have to decrypt each packet in order to
determine how to best handle any given packet. After this optional step, two discrete checks are performed: a sgnature
check and a sequence number check as shown in Fig. 7. In the event of a digest check failure, a request is sent to the
retransmission manager to have the server resend this failed packet. The sequence check is done by a security buffer
monitor process to make sure that incoming packets fall within the size of the security buffer or move the packets to a
cacheif fall outside the range defined by Q.
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Fig. 7: Retransmit Manager

The security buffer monitor merits extra attention, since it monitorsall that is going on within the buffer. If a packet is out
of sequence two scenarios exist: the datagram’s sequence number falls with in the security buffers window of time, Q, or
the sequence number is outside the window. |f the datagram’s sequence number is falls within the window, the buffer
manager searches the security buffer for the correct location and inserts the payload in the buffer. Packets that need to be
placed in a position outside of the security buffer are stored in a cache separated from the security buffer. There is not
implied order within the cache. A datagram stored in the cache are simply viewed as a member the set of extra data by the
monitor process. Thisistreated as a specid case. When the datagram’s sequence number is before the sequence counter,
the packet isinitially stored in the security buffer cache. A packet leaves the cache when the sequence number associated
with the packet falls within the bounds of the time window of the security buffer.

Data movement between SB and CPB is bound by the following equation:
A=s+5+¢ (3)

where s is Packet Retransmit Scheduler (PRS) delay, & is frequenciesin which packet move from the security buffer to the
content player’s buffer and & is defined as theratio of packet loss. Packet loss is defined as any situations which require a
packet to be retranamitted, i.e. missing packet or afailed signature check. The PRSisan algorithm used to determine when
a missing packet needs to be requested for retransmission. Initially the PRS will be defined simply as a Lowest Sequence
First (LSF) algorithm. That isto say the scheduler will move down the security buffer in linear fashion asking for missing
packets to be retransmitted. The coefficient sistime value used to define have fast the scheduler moves down the security
buffer. The second parameter to A hasarange of 0 > & > |SB|. When 6 = 1, a packet is place in the CPB as soon &t it
appearsin the beginning of the SB. Conversdly, when & = |SB] - 1, the security buffer movesto the application buffer asa
single block. It should be noted that when both sand 6 are O, then A is0 and f is only dependant on the ratio of missing
data packets. If theratio of packet loss, &, is 0, then SSP performs as though it were a UDP connection. On the other hand,
with A =0and & = 1, then dl datawill need to be resent over the TCP connection to the server and SSP performs as though
it were a TCP connection.

3. CONCLUSION
A proof of this concept is in development. Following this barebones application, a plug-in for the popular multimedia

players (i.e. Apple' s QuickTime media player) will be developed. As soon as atest bed is devel oped, data will be gathered
to see how the performance of SSP is affected by various values for the parameters used by SSP. An investigation into
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optimizing the algorithm’ s parameters will also be done, primarily the Kalman Filter [14] used by the buffer size manager.
Modifications to this algorithm could include a look into how user-defined confidence levels to the data being transmitted
will affect the performance of this algorithm’s tunable parameters. The effect of progressive digital watermarks on the
authentication performance of this agorithm could be investigated.

Different algorithms can be used by the fragmentation function on the server side and the packet retransmission scheduler
on the client sde. A different fragmentation function could be used to allow intdligent watermarks to be placed in set
packet intervals in order to improve the customer experience. Additionally, an improvement in the PRS could alow
greater throughput and reduce the instances of redundant retransmits.
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