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Abstract— This paper addresses the secure storage and trans-
mission of medical informatics in rapidly growing applications
such as teleradiology and telesurgery. In particular, we propose
a frequency domain digital watermarking technique that can be
used to authenticate medical images in a distributed diagnosis
and home healthcare environment. The most significant result of
our method is the semi-reversibility property that undoes most
of the degradation attributable to the watermarking process.

I. INTRODUCTION

WITH the amazing advancements in multimedia com-
munication and networking, interest has grown in the ar-
cas of telemedicine, teleradiology, telesurgery, and remote
patient monitoring. These applications require the exchange
of medical information among different hospitals, facilities,
and users. While this development has facilitated the vision
of distributed diagnosis and home healthcare, much of its
promise has been overshadowed by alarmingly increasing
threats and attacks on the security and privacy of the elec-
tronic patient records (EPR) [1], [2]. The digitization of
patient information, clinical and diagnostic images, audio,
and video, offers significant flexibility. However, it does not
come free of cost. The vulnerabilities of the data lie in the
fact that digital data is easy to distribute/modify. And it can
very well take the form of medical malpractice, accidental
or deliberate modification while in-transit, repudiation by
sender or receiver, etc. [1], [2]. The obvious result is the
integrity, authenticity, and the confidentiality of the data
being in jeopardy. And finally, as soon as the data is on
the WWW, it is vulnerable to all sorts of cyber-attacks [3].
These threats and vulnerabilities call for enforcing strong
security measures for medical informatics. For example,
confidentiality of a patient record may be necessary for
privacy protection: integrity of transmitted image is ex-
tremely necessary in a teleradiology set-up; authentication
is necessary to authenticate sender and receiver of data. In
the USA, a bill has been passed by congress that makes
HIPAA (Health Insurance Portability and Accountability Act
of 1996) compliance mandatory. Of particular concern to us
are the parts of HIPAA dealing with the protection of the
privacy of personal health information (in force since 2003).

In this paper, we address this problem of authenticity and
integrity of medical informatics. Recently, there has been
a growing amount of research done in medical informatics

This work was supported in part by the Naval Research Laboratory.

F. Ahmed is with the Department of Electrical Engineering & Computer
Science at the Catholic University of America, Washington, DC, USA
ahmed@cua.edu

Ira S. Moskowitz is with the Center for High Assurance Com-
puting Systems, Naval Research Laboratory, Washington, DC, USA
moskowitz@itd.nrl.navy.mil

security. This existing research may be classified in four
broad classes: system-level security; cryptographic protocols;
watermarking; and a combination of these techniques.

Dwivedi et. al. [4] proposed an integrated system for
healthcare information security including a public key infras-
tructure. A number of cryptographic protocol based solutions
(such as SSL, DSA, IPsec etc.) have been reported in
the literature [5], [6]. An interesting watermarking solution
[7] has been proposed to authenticate the ROI (Region of
Interest) before and after the transmission of a medical
image. A hybrid mix of watermarking and cryptographic
algorithms has been reported in [8].

Our approach for protecting medical informatics is (digi-
tal) watermarking. Watermarking is a process of embedding
imperceptible information into a host digital media [9]. There
are many different types of watermarking depending on the
applications. In this work, we make use of an authentica-
tion watermark. The embedder embeds the watermark, or
signature, into the original or cover media and the detector
detects whether the watermark is present or not, by extracting
and comparing it with a computed signature. Embedding
information into a cover image has the unfortunate side-effect
of degrading the cover image. A major advantage of our
method is that we are able to fix some of the degradation. In
fact, we can improve the PSN R, a standard image quality
metric, by approximately 3dB.

In particular, our method is based on a frequency domain
watermarking technique called Phasemark”™ [10]. Section
IT illustrates the method, while simulation results are fur-
nished in section III, followed by conclusions in section IV.

II. THE PROPOSED AUTHENTICATION

An image h(m,n) can be represented by its magnitude
and phase using the (discrete) Fourier transform (DFT) as
follows,

H(u,v) = X (u,v) exp(jé(u,v)) (1

Where, X (u,v) is the magnitude |H (u, v)| of the frequency
component, and ¢(u,v) is the phase part of the (u,v)
frequency H (u,v) given by
H

~ arg Re(H (u,v))

Im(H (u,v))
We use the binary phase only filter ([11]) as a signature
to authenticate the image. In order to extract the signature,

the phase-only filter (POF) is obtained from (1) by first
normalizing, and then by taking the complex conjugate, as
H(u,v)

POF(U, ’U) = m = eXP(‘f‘f’(“a ’U)) 3

¢(u, v) 2



This “continuous” POF has values on the unit circle. We
next “binarize” the POF by using a threshold, as given
below. We thus obtain a binary phase only filter .S, where

S(u,v) = 1,if cos(¢(u,v)) >0
= 0, otherwise. @

We use the notation .S for the binary phase only filter to
remind us that we are using it as our image signature. We
round the Fourier magnitude in order to be able to slice it
into bit planes. The core of our watermarking process is the
bit plane embedding.

Now there are a number of issues of concern with this ap-
proach. The two primary sources of distortion of the original
cover image are i) the distortion coming out of the round-
off error, and ii) the bit-plane embedding itself. In order
to minimize the distortion coming out of the watermarking
process, we propose two solutions here. First we make use
of a simple XOR-based encryption technique to disperse
the signature S (the binary version of the POF') before
we perform the bit-plane embedding. Our second solution
employs the fact that the quality of the watermarked image
depends on the bit plane selected. The higher the bit plane,
the robust is the watermark, and consequently the more
degraded the image will be [10]. In this work, we first replace
the it" bit plane by the @ of S (as in eq. 4) and a key K,
which is assumed to be known to the detector as well. Before
bit plane i is lost, due to the substitution of the authentication
signature, we substitute bit plane i-1 by bit plane i. The idea
is to get this higher order bit plane back in the detection
process. It is true that eventually bit plane i-1 is lost. But
since this is a lower order bit plane, its impact on the overall
quality is less drastic.

We denote the (integer) rounded Fourier magnitude spec-
trum of the original image as B(u,v). We first select the
it" bit plane of B(u,v), which we denote as B;(u,v), and
replace it, after modulating it with a processed version of
S(u,v) as follows:

Bi(u,v) = S(u,v) 8 K ©)

Where @ is exclusive or (XOR) , K is a cryptographic key,
in the form of a 2-dimensional matrix, which must have the
same Hermitian type symmetry that S has, and Bj(u,v) is
the processed version of B;(u,v). Furthermore, we process
the next bit plane B;_1(u,v), by

Bg—l(u, U) = S(uv ’U) 53] Bz(uv ’U) (6)

This may seem odd at first, but it is done so that the
more important information in B;(u,v), which has been
modified into B}(u, v), can be recovered at the expense of the
less important information in B;_1(u,v). Note the original
Phasemark”™ [10] approach is only concerned with the it"
bit plane. Hence, we see the novelty of approach in this
paper.

After these bit plane embeddings, we take the inverse
Fourier transform (IDFT) to get the watermarked image.

The watermark detector takes the Fourier transform of the
watermarked image and determines the magnitude of the
selected bit plane values. The detector uses the shared
encryption key K on the selected bit plane to decode it
and arrive at S’. It is then correlated with the computed
phase information (POF') for the authentication test. It is
well known that the correlation of two spatial images is
given by the IDFT of the product of the DFT of one image
with the conjugate DFT of the other image. We wish to
see how similar the watermarked image is to the original
image, thus one would like to do an auto-correlation test.
Unfortunately, we do not have the original image; we only
have the watermarked image. However, we have the extracted
(up to noise from rounding) the signature .S of the original
image in the watermarked image. Therefore, based upon this
we propose the following as our test for “autocorrelation.”

correlation(k,!) = IDFT {(S'(k,1)) « (WPOF(k,1))}
@)
Where W POF (u,v) is the POF of the watermarked image
and * is term by term matrix multiplication.
We use a metric called PACE [10], to determine the
performance of the detector authentication, which is defined
as follows,

PACE = 20log;, (P J‘Z AX) ®)
where Py 4x is the maximum value of the correlation peaks
and u is the average value of the whole correlation plane.
This is a measure of sharpness of the peak. We can set a
threshold such that, if the PACE value passes a threshold
we authenticate the image, and then undo most of the
distortion done by the watermarking process. To do that we
use the shared key K, to do @ operation with the it" and (i-
1)t" bit plane of the watermarked image to obtain the original
it" bit plane. We place it back to its location and take the
inverse Fourier transform and get the reconstructed image
which is of better quality than the watermarked image.

III. SIMULATION RESULTS

We test the proposed authentication technique using kid-
ney images [12], as shown in Fig. 1(a). Fig. 1(b) shows the
watermarked image, while Fig. 1(c) shows the reconstructed
image after authentication is performed.

First let us see how well the authentication works. Fig. 2(a)
shows the correlation plane after we perform the correlation
as suggested in (7)on Fig. 1(b). Note that the presence of
the sharp correlation peak indicates a good correlation and
thereby good authentication. If we compare this with the
correlation of an image which is not authenticated (Fig. 1(a)
which has no embedded signature), as shown in Fig. 2(b), the
result is even more obvious since there is no clear correlation
peak in Fig 2(b). This strongly suggests that the image is not
an authentic one. We performed similar analysis on a total
of ten kidney images all together. Fig. 3 demonstrates the
distribution of detection values (using PACE as mentioned



in (8)) for determining whether a watermarked image is
authentic or unauthentic.

value above which it can declare an image to be authentic
and below which it can be unauthentic (or forged).
Next we turn our attention to the quality of the water-
We use the metric ratio
(PSNR) given by the following relation in decibels (dB)

PSNR =

_ 9
Where h(m,n) is the original image and h,(m,n) is the
1
part of this work.

TABLE 1

WM Strength | Authentication Value | PSNR | PSNR
Level PACE Marked | Reconstructed
1 222 47.7 49.1

2 23.6 41.9 45.1

3 233 36.1 39.5

4 23.1 30.5 334

5 20.8 247 26.5

1
bit plane selected during the embedding. A higher order bit
plane will make the watermark stronger than a lower order

quality of the image. it shows that at a water-
a PSNR value of 36.1, while the reconstructed image has
a value of 39.5 dB, as shown in Figs. 1(b),(c) respectively.
If one has can actually see the 3db gain—
what hopefully all can see is that Fig. 1(c) appears more
similar to Fig. 1(a) than Fig. 1(b) does. Therefore, in this

watermark. This is very significant. While it shows that the

(a) Original

(b) Watermarked

(¢) Reconstructed

Fig. 1. Kidney images

sults have shown that the tradeoff of the authentication

and the desired quality of the watermarked image can be

obtained by this method. The result is very significant for
where

degradation due to information

Future work will be focused in evalu-

in addition to the



Fig. 3.
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