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OutlineOutline

What are the Issues in Secure What are the Issues in Secure 
content distribution and content distribution and 
preservation?preservation?
How is it related to Academia?How is it related to Academia?
What is Digital Watermarking What is Digital Watermarking 
(DWM)? (DWM)? 
How does DWM  facilitate DRM?How does DWM  facilitate DRM?



Issues in Secure Content Issues in Secure Content 
Distribution and PreservationDistribution and Preservation

Security ObjectivesSecurity Objectives
Confidentiality Confidentiality 
Integrity Integrity 
AuthenticityAuthenticity
NonNon--repudiationrepudiation
AvailabilityAvailability

Security TechnologiesSecurity Technologies
CryptographyCryptography
WatermarkingWatermarking



Academic ConnectionAcademic Connection

Protection of Intellectual Property (IP)Protection of Intellectual Property (IP)--
Textbook,  Publications, Patents etc.Textbook,  Publications, Patents etc.
Dissemination and sharing of Dissemination and sharing of 
instructional and research scholarship instructional and research scholarship 
Secure Digital Library InitiativeSecure Digital Library Initiative



Digital WatermarkingDigital Watermarking-- What?What?
Digital watermarking is the process of Digital watermarking is the process of 
embedding a embedding a digital messagedigital message into a into a 
digital contentdigital content like image, audio, or like image, audio, or 
video video 
Multidimensional problemMultidimensional problem

ImperceptibilityImperceptibility
RobustnessRobustness
CapacityCapacity
DetectabilityDetectability



Watermarking ExampleWatermarking Example

Patient Information or EPR can be embedded Patient Information or EPR can be embedded 
in patient medical images for in patient medical images for ‘‘SecuritySecurity’’
purposes (Confidentiality, Integrity, purposes (Confidentiality, Integrity, 
Authentication etc.)Authentication etc.)



Watermark ClassificationsWatermark Classifications



Digital Rights ManagementDigital Rights Management

DRM is aboutDRM is about
DigitalDigital Content. Content. BornBorn Digital, Digital, Converted Converted 
Digital, and Digital, and InducedInduced DigitalDigital
RightsRights-- Intrinsic and Extrinsic. Digital Intrinsic and Extrinsic. Digital 
Rights are Fuzzy.Rights are Fuzzy.
ManagementManagement-- Regulatory (Control), NonRegulatory (Control), Non--
Regulatory (Facilitation of use, Regulatory (Facilitation of use, 
enhancement of rights, classification of enhancement of rights, classification of 
use)use)



DWM for DRMDWM for DRM
Security EnhancementSecurity Enhancement-- Copyright  protection, Copyright  protection, 
Copy Control, Access ControlCopy Control, Access Control



DWM for DRMDWM for DRM
Enabling TechnologiesEnabling Technologies

Intelligent MultimediaIntelligent Multimedia
Bridging the print and digital worldBridging the print and digital world

Identification Identification 
AnnotationAnnotation
Data MiningData Mining

Forensic AnalysisForensic Analysis
Transaction Tracking/Fingerprinting Transaction Tracking/Fingerprinting 
Authentication/Tamper DetectionAuthentication/Tamper Detection



An Authentication WatermarkAn Authentication Watermark



Limitations of DWMLimitations of DWM

Yes, it is subject to a number of Yes, it is subject to a number of 
attacksattacks-- Forging, Removal, Distortion.Forging, Removal, Distortion.
Quality Degradation of Digital ContentQuality Degradation of Digital Content
Not Standardized yetNot Standardized yet
The marriage of watermarking and The marriage of watermarking and 
cryptography can address the secure cryptography can address the secure 
distribution issues better.distribution issues better.



Final WordsFinal Words
Technological solution is to Technological solution is to keep honest keep honest 
people honest and bad people at a baypeople honest and bad people at a bay by by 
making the circumvention of technological making the circumvention of technological 
protection harder.protection harder.
Solutions to Security Problems are Solutions to Security Problems are multimulti--
facetedfaceted-- legal, technical, ethical, and legal, technical, ethical, and 
economic. economic. 
With the strength and weaknesses, With the strength and weaknesses, 
technology can set the boundary values of law technology can set the boundary values of law 
and facilitate enforcing the law.and facilitate enforcing the law.
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